Abstract
Introduction
Could text have its own fingerprint that identifies itself and protects its content? Literature depends on language that explains its content in the form of text. Could text generate identifiers that represent a unique legal entity? With the incremental use of the internet, copyright protection has become a significant concern particularly for IP holders. Their primary goal is the protection of audio, video and printed documents from alteration, plagiarism, piracy and illegal distribution. This led the academic community to develop solutions for copyright protection. This paper provides an algorithm to protect text from alteration and tampering under "Cut & Paste" attacks. So far, significant research has been undertaken and many applications have been developed to ensure text protection [1] [2] [3] 5] . Despite all these efforts, the battle of text copyright protection is far from being over. Most solutions depend on encryption algorithms, text steganography and text watermarking techniques, which will be discussed in details in the following sections.
Related Work

Cryptography and Stenography
The power of cryptography lies in the fact that the resources needed to break any algorithm might vastly exceed the potential value gained for any attacker. Despite this power, cryptography cannot be an ultimate solution for the copyright problem due to multiple reasons. Cryptography provides security during transmitting the text via communication channels yet not post storage. This means that the digital content will be secure while travelling through the medium, but once it is decrypted, it will not be protected e.g. against alteration [4] . It is in the human nature to crack anything, which is kept secret, even without a logical reason, [6] ('if I am unable to see it then no one should be able to use it'). This means that cryptography would draw attention because its existence means that there is hidden information. Other techniques such as steganography and watermarking are used to avoid the drawbacks of cryptography while hiding information. Steganography techniques are quite similar to watermarking techniques and they will be illustrated later in depth. Steganography is a branch of information hiding technology, which aims to embed some information into a digital content [7] . The purpose of embedding information in digital multimedia is to assure the copyright protection through encoding some information such as the author's name, publisher's name, and so on. These methods and techniques used in text steganography are similar to those used in digital watermarking, since both belong to the same discipline, information hiding. The word steganography means "concealed writing" and comes from the Greek words "Steganos" i.e. "protected " and "graphei" i.e. "writing" [8] . Steganography is an ancient art of embedding private messages in seemingly innocuous text in a way that prevents the detection of the secret messages by a third party [8] . The main advantage of steganography compared to cryptography is that a third party could not suspect the presence of a hidden message; therefore, it would not draw any unnecessary attention [9] .
Invisible watermarking is preferable as it reduces the chance of attacking the digital watermark.
The watermarking techniques for text documents are limited compared to other digital multimedia. Text is of binary nature and is composed of blocks, lines, word patterns, separation between foreground and background. The different components of text, with the addition of structure, style and font, translates into specific meaning. Text properties determine the structure of the text-watermarking algorithms [12] . Digital text watermarking can be categorized into three main groups: image-based, syntactic and semantic approaches [11] as shown in Figure 1 .
Figure 1.
Text watermarking techniques  Image-based approach Brassil et al. proposed three methods to watermarking text documents applying different image-based techniques [1] [2] [3] : line-shift coding, word-shift coding and feature coding. In lineshift coding, even lines are slightly shifted upward or downward according to the required value. If the bit is zero, the line shifts downwards. Otherwise, the line shifts upwards. The odd lines act as control lines; therefore, no shifting to them. These control lines plays the role of references for measuring and comparing the distances between lines during the decoding phase. Decoding is accomplished by comparing the distance between the controlled lines and the shifted lines. Since the lines in the original document have a uniform space, the original document is not needed during the decoding phase. Similarly, in word-shifting coding, words are shifted horizontally (right and left) by modifying the space between consecutive words. Unlike line-shifting coding, word-shifting coding operates in a non-blind manner during detection, as it requires the existence of the original document as the interword spacing is not constant. In feature coding, some text features are modified in a certain way such as the pixel of a character to denote zeros and ones. A proposed textwatermarking algorithm approach uses the occurrences of double letters (aa-zz) in the text to embed the watermark [13] .
In related work, Huang and Yan developed an algorithm based on an average inter-word distance in each line [14] . The adjusted distance is set according to a specific phase and frequency of a sine wave. However, those techniques are not robust to a simple retyping (copy paste to notepad) or font changing attack [15] . Those watermarking schemes could be effective in hard copy documents and not in a digital text document.
 Syntactic approach
II.
Text is composed of sentences and sentences have different syntactic structures, which depend on language and its conventions. Watermarking text could happen through applying syntactic transformation on text structure [11] . Atallah et al. were the first to propose the natural language watermarking scheme using the syntactic structure of text [16] . Here, Natural Language Processing (NLP) techniques are used to analyze the syntactic and the semantic structure of text while performing any transformations to embed the watermark bits [11] . In related work, Hassan et al. proposed the natural language watermarking algorithm by performing morph syntactic alterations to the text [17] . Authors state that agglutinative languages, derived from the Latin verb agglutinare, which means "to glue together", are easier to watermark than the English language. The watermarking solution is thus applicable to agglutinative languages like Turkish, Korean, Arabic, and Urdu, since these languages provide space for watermark embedding. Syntactic solutions for English language are insufficient because the presentation of its letters can't be glue together.
 Semantic approach
Atallah et al. proposed the first semantic-watermarking scheme in 2000 [18] through manipulation of text meaning representation. Semantic watermarking is hiding information in the content of text documents by linguistic transformations, such as semantic transformations, syntactic transformations and synonym substitution. Synonym substitution was later proposed by replacing certain words with their synonyms without affecting the context of text. This method is based on the different spelling of words in English language between UK and US. For example, "centre" (UK) and "center" (US) or "Petrol" (UK) and "Gas" (US) [19] . The disadvantage in this approach is that it is language-dependent and does not give a practical complete text watermarking solution. This approach is not resilient to the random synonym substitution attacks. Moreover, synonyms may not always give the exact meaning of the word; therefore, affecting the value of text. Due to the sensitive nature of some documents such as legal documents, quotes, poetry, etc; text-watermarking using syntactic and semantic approaches have limited applicability and usability.
Most of the techniques and methods used to protect text are dependent on the format and structure of text which can be easily defeated by a simple rewriting attack. The rewriting attack does not need a professional to do it because it is trivial to edit the font or spacing within a document. Although there are many novel ideas that depend on the language properties, they are not sufficient to ensure text documents security. The concept of securing the content of a text-based document in order to guarantee its authenticity and integrity could be accomplished by using the characteristics and properties of the language. In other words, the security mechanism should be language-dependent to protect any alteration in its own content. Hence, text fingerprinting could be a security mechanism to ensure its integrity and authenticity. This represents the focus of the work proposed in this paper.
Text Fingerprint Algorithm & analysis
This section exemplifies the design and implementation of an algorithm that captures and links the content of a text based document in a matrix. The two dimensional matrix presents the content of a text document making it easy to detect any form of alteration to the original content of the text. The first dimension is the twenty-six characters of the English alphabet and space (SP). The second dimension is the relationship between the characters and their position within the text. Each character reports on the number of occurrences of the consecutive character in the alphabet based on 3 dimensions. Table I explains the relationship between a subset of the text which is 27 characters and three logical relationships. These logical relationships aim to use the subset of text to report reference points and to save the positions of characters among text. These three logical relationships use each letter to report on the next letter according to its position in the text, while Total letter Index is a counter for the positions that the letter has occupied in text. This matrix will be used as the original reference to the document as the 27 letters present facts about relationships between words, strings and substrings in the text. It also stores the position of the letters in text in each letter T.L.I. Any alteration to the original text content could be detected. Furthermore, it could be analyzed to know what exactly has changed through using the detecting alteration algorithm, presented in Figure [3] .We illustrate the robustness of our text fingerprint algorithm with two scenarios featuring "Cut & Paste" attacks on text documents. Highlighting how the authenticity and the integrity of text are preserved by Text Fingerprint algorithm (Table I ). Text Fingerprint will receive the associated text index in Table (II) as an input to generate the original fingerprint matrix using Text Fingerprint Algorithms mentioned in Figure  2 . Table (III) International 
1) L.C.B (Letter Count
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Scenario (1): Bob lends Alice money.
The word "Bob" and "Alice has been swapped using "Cut & Paste" attack on the original text base document. Then the text will be Bob gave Alice money. All chars associated within text did not change but their position in text. This will leading to a different understanding from the original context. The result of the attack is Alice could be forced to pay twice. The attack changed the liabilities, meaning Alice cannot claim back her money and might be forced to pay it again. The text fingerprint proposed in this paper can prevent such an attack. This will be illustrated in Table VIII using the Fingerprint alteration detection algorithm. Text Fingerprint will receive the associated text index in Table V as an input to generate the fingerprint matrix using Text fingerprint algorithms in Figure 2 Table VI presents the processed input in table V after executing steps 4 & 5 in text fingerprint algorithms. Text fingerprint algorithms after executing all steps will produce the Generated fingerprint matrix in Table VII, while the original  Fingerprint matrix in Table IV was kept safe and unaltered is retrieved. The difference between the matrices in Table IV and  VII will show what happened to the original text, by analyzing the changes that the generated fingerprint did to the predefined relationship in the original fingerprint matrix. These changes will be highlighted in the analysis in Table VII after executing all the steps in Figure 3 . 
Char "C" has shifted 10 positions forward in text, since there is only one char "C" in text. Char "C" came before the first occurrence of char "B" and not the opposite.
Char "D" has shifted 2 positions backward in text, since there is only one char "D" in text. Char "D" came after the first occurrence of char "C" and not the opposite.
Char "E" has 3 letters in text two at least have change their position in text. The combinations of 3 "E"s result in increase in T-
Char "I" has shifted 10 positions forward in text, since there is only one char "I" in text. Char "I" came in T-L-I= 3.
Char "N" has 2 letters in text. The combinations of 2 "N"s result in decrease in T-L-I by 12.
Char "O" has 2 letters in text. Fingerprint matrix says "O"s came after the 1st "N". Shift "O" before 1st "N" 12 positions if empty.
Char "S" has shifted 2 positions backward in text, since there is only one char "S" in text.
Char "SP" has 3 elements in text. The combinations of 3"SP"s result in decrease in T-L-I by 6. One "SP" missing 
. Position 2, 5, 6, 7,8,9,12,13 and 15 might be altered.
. Position 2, 5, 6, 7, 8, 12, 13 and 15 might be altered.
The only combination is 13 and 15. Position 2, 5, 6, 7, 8 and 12 might be altered.
The only combination is 2 and 7. Position 5, 6, 8 and 12 might be altered.
The only combination is 5 and 8. Position 6 and 12 might be altered. 
Scenario (2): Alice lends Alex money.
The word "Bob" in text has been removed and the word "Alex" is inserted. Text is injected by a third entity (Alex) while second entity (Bob) is removed. Editing the content of text is another kind of "Cut & Paste" attack on text base documents. Most chars associated within text did not change, except letters for the word (B, O, B) replace with letters for the word (A, L, E, X). This will leading to a different understanding from the original context. The result of the attack is that Alice could lose their money that she gave to Bob. The attack changed the liabilities, meaning Alice cannot claim her money from Bob because she gave it to someone else. The text fingerprint proposed in this paper can prevent such an attack. This will be illustrated in Table XII using the Fingerprint alteration detection algorithm. Text Fingerprint will receive the associated text index in Table IX as an input to generate the fingerprint matrix using Text Fingerprint Algorithms mentioned in Figure 2 . Table X presents the processed input in Table IX after executing steps 4 & 5 in text fingerprint algorithms. Text fingerprint algorithms after executing all steps will produce the Generated fingerprint matrix in Table XI , while the original Fingerprint matrix in Figure IV was kept safe and unaltered is retrieved. The difference between the matrices in Table IV and  XI will show what happened to the original text, by analyzing the changes that the generated fingerprint did to the predefined relationship in the original fingerprint matrix. These changes will be highlighted in the analysis in Table XII after executing all the steps in Figure 3 . 
Letter "A" injected in text after the 1st occurrence of char "SP" and there is only "A" in text at position 1. Char "A" at position 13 inserted.
Char "C" has a referencing problem due to missing of letter B but position did not change.
One of the two Ns shifted 1 position forward
Letter "Y" shifted 1 position forward, since it comes after Shift letters "E, N and O" BY 1 position forward and position 18 is empty because of M. Shift the four letters backward by 1.
One of the 3 Char "SP" shifted 1 position forward at position 16(34-6-12=16) . Position 9, 13, 14 and 15 might be altered
The only combination is 13 and 15. Position 9 and 14, might be altered.
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Since char "e" replace by char "b" and current char "e" position make T-L-I= 0(33-5-8-20=0). Position 9 and 14 might be altered.
Since char "N" T-L-I= 28(28-19-9=0). Position 14 might be altered.
Missing one O. Combination =32. The combination is 18 and 14
The complexity of the relationship and its applied analysis presents a solution for text copyright protection by depending on the style of the author in writing and the mathematical operations to create a fingerprint. The mathematical operations includes creating logical relationships, treating the elements of text (characters) as numbers in a matrix and keeping a zipped reference copy of the original contexts in text. This information extracted from the key could grant author's intellectual property and enforce copyright protection in text base document. 
Implementation and experimental findings
2d barcode for solution enhancement
A 2D barcode (two-dimensional) is the result of ongoing research for storing more data in barcodes to support information distribution and detection without accessing the database. The conventional barcode (one-dimensional) has low information density and function as a key to databases, while 2D barcode structure is made of horizontal and vertical axis of the data array. Consequently, a higher information density in 2D barcode can be used to encode explicit information rather than a database key. Furthermore, a variety of languages and graphical information can be expressed in this higher information density. There are four widely known 2D barcodes that are ISO standard, displayed in Figure 4 and will be briefly introduced; 1-Maxi Code: is a fixed length matrix-type code developed in 1989 to enhance the internal logistics management such as automated package sorting and efficient customer services by US courier company, United Parcel Service (UPS). Maxi Code is an open system, which means it is available to the general public for use and/or modification from its original design. Maxi Code can carry any of 256 ASCII characters and hold up maximum 93 characters or 135 numeric characters per symbol. The symbol is composed of a central bulls-eye locator and offset rows of hexagonal elements. The dimensions of the symbol are approximately 1.11 x 1.054 inches.
2-Data Matrix: is a 2D barcode which use dot matrix printer to print black and white elements representing 1 and 0, respectively, forms data patterns. The symbol is square and can range from 0.001 inch per side up to 14 inches per side. Data Matrix can carry any of 256 ASCII characters and density storage depends on the symbol size. For example, 500 numeric characters can be encoded in a 1-inch square or 500 ASCII characters can be encoded in a 1.4-inch square.
3-PDF417: is a 2D barcode which is composed of the combination of four bars and four spaces and the shape of the symbol, rectangular, can be adjusted by setting the width and allowing the height to grow with the data. PDF417 can store up to 1,800 ASCII characters or 1,100 binary characters per symbol. PDF-417 symbol can encode large amounts of data into several PDF-417 symbols which are logically linked. The proposed solution is to encode the Text Fingerprint matrix inside QR Code for the following reasons.
 QR Code is a 2D barcode with 3k bytes data storing which is more than Text Fingerprint matrix size. For example, the Text Fingerprint matrix generated from 100K bytes text document (almost 60,000 characters) is less than 2k bytes.
 QR Code employs a Reed-Solomon error correction algorithm to detect and correct data errors due to a dirtied or damage area. This will improve the process of an offline document integrity and authenticity verification during checking the embedded Text Fingerprint in QR Code with the document contents.
 QR Code can be printed in an area less than 10 mm square.
Conclusion
The paper has illustrated how text could have its own fingerprint to identify and protect itself. The algorithm used could be developed and enhanced to protect a text document against copying, plagiarism, piracy and illegal distribution. The algorithm used could be embedded inside QR Code printed inside the text files to generate a relationship matrix to "watermark" the text. This watermark approach will protect the content of the text document if tampered with and encourage usage of electronic versions of printed literature, while protecting copyrights. Although, the detection algorithm discussed in the paper can be advanced further to facilitate superior security levels, it illustrates a more structured form of obtaining a digital fingerprint. QR Code the security envelope of Text Fingerprint provides a promising solution to current digital security challenges, and provides a starting step to secured sharing, usage and application of digital content.
